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IETF117 Overview
« IETF117 Hackathon & Security Area / IRTF TOIES 2 1il7RE:E

IETF 117 Meeting Agenda

San Francisco, July 22 - 28, 2023

il

GMO CYBERSECURITY \X' IERAE

15:00 - 16:30  Tuesday Session Il

B Continental 6 IRTF | cfrg Crypto Forum clEaPeBd
& Agenda 2 Floorplan [ Plaintext L Golden Gate 7-8 SEC | jose Javascript Object Signing and Encryption clEdRPes
. . U L Golden Gate 6 SEC 1 Trusted Execution Envi it Provisionir cnEg@aPa
Schedule @ Timezone: Local utc America - Pacific Time - Los Angeles olden Gate << rusted Bxecution Environment Provisioning ozl 8
17:00 - 18:00  Tuesday Session IV
Note: IETF agendas are subject to change, up to and during a meeting. D continental 8 SEC) secispatch E— co@@Ped
2023%7A26 K
Information about side meeting signups is available on the side meetings wiki.
Please see the meeting page for more information. 09:30-11:30  Wednesday Session |
L Golden Gate 7-8 SEC| cauth Web Authorization Protocol clB@Pes
L =
ocstion B Continental 8-9 SEC | rats Remote ATtestation Procedures cOE@PaB
2023%7)
02347522048 13:00-15:00  Wednesday Session Il
130 -20:30 L Plaza A enea -
09:30 - 20:30 Plaza A-B # Hackathon CRUR:RUE B Continental 6 SEC) us Transport Layer Security clE@PeB
10:30-11:00 L Plaza A-8 2 Hackathon Kickoff coE@aPes 15:30 -17:00  Wednesday Session Il
2023%7A23EEME clRE@FPeB
09:30-16:30 L PlazaA-B nE@Pes
14:00-16:00 L PlazaA-B u N
18:00-20:00 B Continental 4 n
2023%7A24EARE clE@dRPes
09:30-11:30  Monday Session | cop@FPes
s = A
L Golden Gate 7-8 SEC | lake I ° -
IME clEaPaBd
L Golden Gate & sec -
{ RescHEDuLED |
B Continental 8-9 sec
13:00-15:00  Monday Session I
cp@PeBd
L Plazaa sec
15:30-17:00  Monday Session Il
cip@PeBs
L Golden Gate 6 sec
B Continental 4 sec
17:30-18:30  Monday Session IV
B Continental 5 IRTF | pearg Privacy Enhancements and Assessments Research Group clBEdPag
B Continental 8-9 SEC  acme Automated Certificate Management Environment S0BE@Pad
) Continental 4 SEC) gnep Grant Negotiation and Authorization Protocol coR@Pan
L Plazaa SEC. ppm Privacy Preserving Measurement cnE@Ped
L Golden Gate 7-8 SEC | cauth Web Authorization Protocol clBEEdPag
18:30-19:30 L Golden Gate 2-3 Hackdemo Happy Hour =X ®
12:00-13:30  Friday Session I
2023%7A25H
B Continental 4 SEC emu EAP Method Update clpdPel
:30 - 11 Tuesday S 4
093051130 MR Cesclay/Sension) B Continental 5 SEC) ohai Oblivious HTTP Application Intermediation OEp@dPen8
sec
L Plazaa keytrans Key Transparency (53 L | Golden Gate 7-8 SEC | openpgp Open Specification for Pretty Good Privacy cnE@PaB
L Plazaa SEC| cauth Web Authorization Protocol =}
13:00-14:30  Tuesday Session Il
L PlazaB SEC) pauip Post-Quantum Use In Protocols c0BEPod
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 DNS. FD.io/VPP, HTTP 2.0, NETVC. OpenDaylight. ONAP. RioT.
QUIC, TLS 1.3. WebRTC. YANG/NETCONF/RESTCONF 7&t&. (F(EIAN

T IETF {EZEmEIE(CHOIZDIRILWLW RE Y &

https://www.ietf.org/how/runningcode/hackathons/

\ Copyright © GMO Cybersecurity by lerae, Inc. All Rights Reserved.




IETF117 HackathonD#l =

A / meeting / 117 / hackathon

IETF 117 Hackathon

2/ Edit ) Edit on GitHub
IETF 117 Hackathon

The Internet Engineering Task Force (IETF) is holding a hackathon to encourage developers and subject matter experts to discuss,
collaborate, and develop utilities, ideas, sample code, and solutions that show practical implementations of IETF standards.

“2 When: Saturday - Sunday, 22-23 July 2023
8 Where: Hilton Union Square, San Francisco, CA, USA
il Room: Plaza A-B, Lobby Level

Sponsored by

Gold Running Code Sponsor  Silver Running Code Sponsor  Bronze Running Code Sponsor

- (i
> 00 Meta 3’@
ERICSSON ICANN

Sign up for the Hackathon

https://wiki.ietf.org/len/meeting/117/hackathon

\
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 IETF Hackathon TERLzUL\C & D AIEWIiki(CEEADNMNHRE
« Champion(=Fic A7 0> 10 bOWIEZWIki(CEER
« 123, ChampionB¥t+& UL TESNNR]EE

Participant Preparation and Prerequisites

Ultra-Low Latency Cryptography

» Champion(s)

E{EIE LRSS P)

» Yumi Sakemi (yumi.sakemi@gmo-cybersecurity.com)

Project Teams and Champions

» Champions are the leads for individual projects in the Hackathon » Project Info

-

In future communication technologies such as 6G, there are technical requirements that demand ultra-low latency
and high levels of security. So, the purpose of this project is to achieve low-latency and highly secure
cryptographic techniques targeting future communication technologies.

» Champions are individuals familiar with a given technology who volunteer to help get others get up and running with
that technology

» Before the Hackathon, champions should:

-

At the IETF117 Hackathon, we will take on the challenge of extending OpenSSL with the low-latency cryptographic

» Add information about your project to the list of Projects included in Hackathon technique "Areion”.

v

Paper at https://tches.iacr.org/index.php/TCHES/article/view/10279/9727 4

» Recruit participants from associated working groups, open source projects, etc. Announcing your projects via an
email to (hackathon@ietf.org) can be helpful as well.

v

We are currently recruiting coIIaborators who will join us in this prOJect

: \,])F :
|
e, ‘
SRR \NERTROSH
Al ‘1
ey |
SUIy

i ‘ ‘ ‘ O @
: ﬂlgour MbleG

LM)GI it

» Specifications

» TBD

» Specify when and how the project team will meet on the Team Schedule

» At the Hackathon, champions should:
» Make themselves available to answer questions and help others
» Hack on things themselves in their copious free time

Additional projects are welcome at any time. For any questions, contact the chairs at (hackathon-chairs@ietf.org)

https://wiki.ietf.org/len/meeting/117/hackathon

”
Y
RECYCLE

\
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20194

202248 AKA
(%) Beyond 5G¥—XRIHE /O 5 A

1) £ZF5y b7+ — L5 5CPSEERM LB U 7 BBLHH |
REE V7 bAoA (RRIBRE) | FROAAEERD

BERT
RUFAREEAGEAETRIS (NC [ sy LB s TS 0 R L
055, SUEEHRBAARONE FL | oy cmEN\TASEARBRTAS (RFEEE) . GMOYA/S—£F 2T 1 byf T5 THALH
[Beyond 5SGEIBRERMAERE TR 75 L] KT

BEIERTR

BE: vy Ianato [UTFLEA LABSEN] ORFEE21T5. EFENICIE, EFHEBICL2RBICHLTEDOSH 29 7F/ RiBE
BERSZMKET S, CORMEEY Y Y FBBICHBARIE T, 74 VHLVERHTRE LYYV IT—8%, BIEEETHA
N—ZRICEREAIBEE oY), PAN—FRE T A PHLEMTRETH DOV —LALABRT—REENAIREL LD, IHICHESLLZE
F CHREAILECERZ B A IRARBAEZT L ONA T v FRIRRTRARMICHRT 2 2 & T BEEERICEVWTH T T4V —
REZTREL T2, RAFIC [EEEE] & ML) ZERPICED, 2030&E % TlBeyond 5GICH T2 Y —EXROBEICHEST 3,

RLE LT,

https://www.nict.go.jp/publicity/topics/2022/08/05-1.html
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NIST SP800-38AMD/\TUw I IA> R TOHH

« Microsoftt>AmazonH5. IRITDAES-GCMD K S#r128-bitT7 Ow UIESOFIADIER(CD
W CoRSNE

« 193k (C192-bitX>256-bitD OV IESDOUHEEZER
. >(5f4’ 75@%@HE\ZEE@EGDQ(ﬁ:Z‘A_C‘EZDSFrame_C‘(ZL J\w = 3 AIRDEEEDE
FENRETIEEBZ DRI EHE SN TULVRL
 Internet-Draft®security considerations(CEE M D

 AREE/R)\Y S 1 B & RIRY SFTh i E
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« (KBRS Areion& (& ?
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L7ZQUICDOER=
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« TLS1.3DEEMELTIE, [E<HAETNTL\B0penSSLR—XdDquictlszE

* AiER

« quictls(C

Edﬂ_CL\%TLSﬁCT'U'/j)I/H RZ{E> CTAreionZ AU\

TLS1. BN TE D &= hEsR

« GitHub :

« https://github.com/gmo-ierae/areion-openssl/tree/3.1.0+quic+areion
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https://github.com/IETF-Hackathon/ietf117-project- presentatlons/blob/maln/UItra -Low-Latency-Crypto-Areion. pdf OpenSSL(Speedj j}’t‘ )
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« PQUIP (Post-Quantum Use in Protocols)
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Agenda

Intro and Note Well (5 min)
Hybrid terminology document (15 min)
o draft-ietf-pquip-pgt-hybrid-terminology-00

a PQC for Engineers document (30 min)'

CS— N S LN A SN T A N TR WA T T A Y S TN B W T N AW N N N .

@ up
o AII other WG busnness

1 E T §

https://datatracker.ietf.org/meeting/117/materials/slides-117-pquip-chair-slides
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‘= README.md

Protocol-independent algorithm or cryptography

specifications

Draft title Link

Additional Parameter
sets for LMS Hash-

R fluhrer-Ims-more-parm-sets,
Based Signatures » /

Combiner function for

hybrid key encapsulation https://datatracker.ietf.org/doc/draft-

mechanisms (Hybrid ounsworth-cfrg-kem-combiners/
KEMs)

Hybrid Streamlined

NTRU Prime sntrup761 https://datatracker.ietf.org/doc/draft-

and X25519 with SHA- josefsson-ntruprime-hybrid/

512

Kyber Post-Quantum https://datatracker.ietf.org/doc/draft-
KEM cfrg-schwabe-kyber/
Leighton-Micali Hash- https:/fwww.rfc-

Based Signatures editor.org/rfc/rfc8554

https://datatracker.ietf.org/doc/draft-

Working
Group
andfor

protocol

CFRG

CFRG

Intependent
| CFRG

CFRG

CFRG

Topic

Paramater
sets for the
LMS
signature
primitive

Hybrids of
Streamlined
NTRU
Prime with
X25519

Description
of the
Kyber
algorithm
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= |

« PQCO7)LIUX L
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C DGitHubZz=EBI NI -
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RFC

&R : https://github.com/ietf-wg-pquip /state-of-protocols-and-pqc
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» NokiaDFAtaB O FLMT 24T
ZmFPQC] (CETBI-D

e I-DOO>FWVICHDELDICTR
I <PQCICEHT BIEHmNERIBS

Contents of the draft D FE
i 2182 ~ HES
(ERORIESRS ) . SHBPQCEHIDTZLAIC
B (CFENRD TR

XENEESRZHIBRL CTHEDET

&Hl : https://datatracker.ietf.org/meeting/117/materials/slides-117-pquip-post-quantum-cryptography-for-engineers
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- RPCIRED 8D Application
Layer Transport Security (ALTS)
O)PQC;(:I-}I_LIT\(L_F%?%DEHZ

Overview o ALTSIZ2007FEN ST, 2017
(BRIOPSESB S0 F (TN E N A FH

Google(IIESi%iT(CEE T D5CEE | —
ChaCha20E:&E>NewHope®D3Eix

X B EEGEHIFRLU THEDET X FIRDdp DA (TREKRERZITZ &IBHRMNDRVNDT
YoutubedZ=E % |

FE: https://youtu.be/rlik_BSeKTc?t=3475
&Ml https://datatracker.ietf.org/meeting/117/materials/slides-117-pquip-post-quantum-cryptography-at-google
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